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1 Introduction

Between June 1985 and January 1987, a computer-controlled radiation ther-
apy machine, called the Therac-25, massively overdosed six people. These
accidents have been described as the worst in the 35-year history of medical
accelerators [6].

A detailed accident investigation, drawn from publicly available docu-
ments, can be found in Leveson and Turner [4]. The following account is
taken from this report and includes both the factors involved in the overdoses
themselves and the attempts by the users, manufacturers, and governments
to deal with them. Because this accident was never officially investigated,
some information on the Therac-25 software development, management, and
quality control procedures are not available. What is included below has
been gleaned from law suits and depositions, government records, and copies
of correspondence and other material obtained from the U.S. Food and Drug
Administration (FDA), which regulates these devices.

2 Background

Medical linear accelerators (linacs) accelerate electrons to create high-energy
beams that can destroy tumors with minimal impact on the surrounding

*This appendix is taken from Nancy Leveson, Safeware: System Safety and Computers,
Addison-Wesley, 1995. Copyright 1995. All rights reserved.
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healthy tissue. Relatively shallow tissue is treated with the accelerated elec-
trons; to reach deeper tissue, the electron beam is converted into X-ray pho-
tons.

In the early 1970s, Atomic Energy of Canada Limited (AECL)! and a
French company called CGR went into business together building linear ac-
celerators. The products of this cooperation were (1) the Therac-6, a 6
million electron volt (MeV) accelerator capable of producing X-rays only
and later (2) the Therac-20, a 20 MeV, dual-mode (X-rays or electrons)
accelerator. Both were versions of older CGR machines, the Neptune and
Sagittaire, respectively, which were augmented with computer control using
a DEC PDP-11 minicomputer. We know that some of the old Therac-6 soft-
ware routines were reused in the Therac-20 and that CGR developed the
initial software.

Software functionality was limited in both machines: The computer merely
added convenience to the existing hardware, which was capable of standing
alone. Industry-standard hardware safety features and interlocks in the un-
derlying machines were retained.

The business relationship between AECL and CGR faltered after the
Therac-20 effort. Citing competitive pressures, the two companies did not
renew their cooperative agreement when scheduled in 1981.

In the mid-1970s, AECL had developed a radical new “double pass” con-
cept for electron acceleration. A double-pass accelerator needs much less
space to develop comparable energy levels because it folds the long physical
mechanism required to accelerate the electrons, and it is more economical to
produce. Using this double-pass concept, AECL designed the Therac-25, a
dual-mode linear accelerator that can deliver either photons at 25 MeV or
electrons at various energy levels.

Compared with the Therac-20, the Therac-25 is notably more compact,
more versatile, and arguably easier to use. The higher energy takes advantage
of the phenomenon of depth dose: As the energy increases, the depth in the
body at which maximum dose build-up occurs also increases, sparing the
tissue above the target area. Economic advantages also come into play for the
customer, since only one machine is required for both treatment modalities

' AECL was an arms-length entity, called a crown corporation, of the Canadian govern-
ment. Since the time of the incidents related in this paper, AECL Medical, a division of
AECL, was privatized and is now called Theratronics International, Litd. Currently, the
primary business of AECL is the design and installation of nuclear reactors.
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(electrons and photons).

Several features of the Therac-25 are important in understanding the
accidents. First, like the Therac-6 and the Therac-20, the Therac-25 is con-
trolled by a PDP-11 computer. However, AECL designed the Therac-25
to take advantage of computer control from the outset; they did not build
on a stand-alone machine. The Therac-6 and Therac-20 had been designed
around machines that already had histories of clinical use without computer
control.

In addition, the Therac-25 software has more responsibility for maintain-
ing safety than the software in the previous machines. The Therac-20 has
independent protective circuits for monitoring the electron-beam scanning
plus mechanical interlocks for policing the machine and ensuring safe opera-
tion. The Therac-25 relies more on software for these functions. AECL took
advantage of the computer’s abilities to control and monitor the hardware
and decided not to duplicate all the existing hardware safety mechanisms
and interlocks.

Some software for the machines was interrelated or reused. In a letter
to a Therac-25 user, the AECL quality assurance manager said, “The same
Therac-6 package was used by the AECL software people when they started
the Therac-25 software. The Therac-20 and Therac-25 software programs
were done independently starting from a common base” [4]. The reuse of
Therac-6 design features or modules may explain some of the problematic
aspects of the Therac-25 software design. The quality assurance manager
was apparently unaware that some Therac-20 routines were also used in the
Therac-25; this was discovered after a bug related to one of the Therac-25
accidents was found in the Therac-20 software.

AECL produced the first hardwired prototype of the Therac-25 in 1976,
and the completely computer-controlled commercial version was available in
late 1982.

Turntable Positioning. The Therac-25 turntable design plays an impor-
tant role in the accidents. The upper turntable (see Figure 1) rotates ac-
cessory equipment into the beam path to produce two therapeutic modes:
electron mode and photon mode. A third position (called the field light
position) involves no beam at all, but rather is used to facilitate correct po-
sitioning of the patient. Because the accessories appropriate to each mode
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are physically attached to the turntable, proper operation of the Therac-25
is heavily dependent on the turntable position, which is monitored by three
microswitches.

The raw, highly concentrated accelerator beam is dangerous to living
tissue. In electron therapy, the computer controls the beam energy (from 5
to 25 MeV) and current, while scanning magnets are used to spread the beam
to a safe, therapeutic concentration. These scanning magnets are mounted
on the turntable and moved into proper position by the computer. Similarly,
an ion chamber to measure electrons is mounted on the turntable and also
moved into position by the computer. In addition, operator-mounted electron
trimmers can be used to shape the beam if necessary.

For X-ray (or photon) therapy, only one energy level is available: 25 MeV.
Much greater electron-beam current is required for X-ray mode (some 100
times greater than that for electron therapy) [6] to produce comparable out-
put. Such a high dose-rate capability is required because a “beam flattener”
is used to produce a uniform treatment field. This flattener, which resembles
an inverted ice cream cone, is a very efficient attenuator; thus, to get a rea-
sonable treatment dose rate out of the flattener, a very high input dose rate
is required. If the machine should produce a photon beam with the beam
flattener not in position, a high output dose to the patient results. This is
the basic hazard of dual-mode machines: If the turntable is in the wrong
position, the beam flattener will not be in place.

In the Therac-25, the computer is responsible for positioning the turntable
(and for checking the turntable position) so that a target, flattening filter,
and X-ray ion chamber are directly in the beam path. With the target in
place, electron bombardment produces X-rays. The X-ray beam is shaped
by the flattening filter and measured by the X-ray ion chamber.

No accelerator beam is expected in the third or field light turntable posi-
tion. A stainless steel mirror is placed in the beam path and a light simulates
the beam. This lets the operator see precisely where the beam will strike the
patient and make necessary adjustments before treatment starts. There is no
ion chamber in place at this turntable position, since no beam is expected.

Traditionally, electromechanical interlocks have been used on these types
of equipment to ensure safety — in this case, to ensure that the turntable and
attached equipment are in the correct position when treatment is started. In
the Therac-25, software checks were substituted for many of the traditional
hardware interlocks.
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PATIENT NAME : TEST
TREATMENT MODE : FIX BEAM TYPE: X ENERGY (MeV): 25

ACTUAL PRESCRIBED
UNIT RATE/MINUTE 0 200
MONITOR UNITS 50 50 200
TIME (MIN) 0.27 1.00

GANTRY ROTATION (DEG) 0.0 VERIFIED

COLLIMATOR ROTATION (DEG) VERIFIED
COLLIMATOR X (CM) VERIFIED
COLLIMATORY (CM) VERIFIED
WEDGE NUMBER VERIFIED
ACCESSORY NUMBER VERIFIED

DATE :84-OCT-26 : BEAM READY OP.MODE :TREAT AUTO
TIME  :12:55:8 : TREAT PAUSE X-RAY 173777
OPRID :T25V02-R03 : OPERATOR COMMAND:

Figure 2: Operator interface screen layout.

The Operator Interface. The description of the operator interface here
applies to the version of the software used during the accidents. Changes
made as a result of an FDA recall are described later.

The Therac-25 operator controls the machine through a DEC VT100
terminal. In the general case, the operator positions the patient on the
treatment table, manually sets the treatment field sizes and gantry rotation,
and attaches accessories to the machine. Leaving the treatment room, the
operator returns to the console to enter the patient identification, treatment
prescription (including mode or beam type, energy level, dose, dose rate,
and time), field sizing, gantry rotation, and accessory data. The system then
compares the manually set values with those entered at the console. If they
match, a verified message is displayed and treatment is permitted. If they
do not match, treatment is not allowed to proceed until the mismatch is
corrected. Figure 2 shows the screen layout.

When the system was first built, operators complained that it took too
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long to enter the treatment plan. In response, AECL modified the software
before the first unit was installed: Instead of reentering the data at the
keyboard, operators could simply use a carriage return to copy the treatment
site data [5]. A quick series of carriage returns would thus complete the data
entry. This modification was to figure in several of the accidents.

The Therac-25 could shut down in two ways after it detected an error
condition. One was a treatment suspend, which required a complete machine
reset to restart. The other, not so serious, was a treatment pause, which only
required a single key command to restart the machine. If a treatment pause
occurred, the operator could press the ® key to “proceed” and resume treat-
ment quickly and conveniently. The previous treatment parameters remained
in effect, and no reset was required. This feature could be invoked a max-
imum of five times before the machine automatically suspended treatment
and required the operator to perform a system reset.

Error messages provided to the operator were cryptic, and some merely
consisted of the word MALFUNCTION followed by a number from 1 to 64
denoting an analog/digital channel number. According to an FDA memo-
randum written after one accident:

The operator’s manual supplied with the machine does not ex-
plain nor even address the malfunction codes. The Maintance
[sic] Manual lists the various malfunction numbers but gives no
explanation. The materials provided give no indication that these
malfunctions could place a patient at risk.

The program does not advise the operator if a situation exists
wherein the ion chambers used to monitor the patient are satu-
rated, thus are beyond the measurement limits of the instrument.
This software package does not appear to contain a safety system
to prevent parameters being entered and intermixed that would
result in excessive radiation being delivered to the patient under
treatment.

An operator involved in one of the accidents testified that she had become
insensitive to machine malfunctions. Malfunction messages were common-
place and most did not involve patient safety. Service technicians would fix
the problems or the hospital physicist would realign the machine and make
it operable again. She said,



App. A — Medical Devices: The Therac-25 8

“It was not out of the ordinary for something to stop the machine. . ..
It would often give a low dose rate in which you would turn the
machine back on. ... They would give messages of low dose rate,
V-tilt, H-tilt, and other things; I can’t remember all the reasons
it would stop, but there was a lot of them.”

A radiation therapist at another clinic reported that an average of 40 dose-
rate malfunctions, attributed to underdoses, occurred on some days.

The operator further testified that during instruction she had been taught
that there were “so many safety mechanisms” that she understood it was
virtually impossible to overdose a patient.

Hazard Analysis. In March 1983, AECL performed a safety analysis on
the Therac-25. This analysis was in the form of a fault tree and apparently
excluded the software. According to the final report, the analysis made
several assumptions about the computer and its software:

1. Programming errors have been reduced by extensive test-
ing on a hardware simulator and under field conditions on
teletherapy units. Any residual software errors are not in-
cluded in the analysis.

2. Program software does not degrade due to wear, fatigue, or
reproduction process.

3. Computer execution errors are caused by faulty hardware
components and by “soft” (random) errors induced by alpha
particles and electromagnetic noise.

The fault tree resulting from this analysis does appear to include com-
puter failure, although apparently, judging from the basic assumptions above,
it considers hardware failures only. For example, in one OR gate leading to
the event of getting the wrong energy, a box contains “Computer selects
wrong energy,” and a probability of 107! is assigned to this event. For
“Computer selects wrong mode,” a probability of 4 x 107 is given. The
report provides no justification of either number.
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3 Events

Eleven Therac-25s were installed: five in the United States and six in Canada.
Six accidents occurred between 1985 and 1987, when the machine was finally
recalled to make extensive design changes. These changes include adding
hardware safeguards against software errors.

Related problems were found in the Therac-20 software, but they were
not recognized until after the Therac-25 accidents because the Therac-20
includes hardware safety interlocks. Thus, no injuries resulted.

3.1 Kennestone Regional Oncology Center, June 1985

Details of this accident in Marietta, Georgia, are sketchy because it was
never investigated. There was no admission that the injury was caused by
the Therac-25 until long after the occurrence, despite claims by the patient
that she had been injured during treatment, the obvious and severe radia-
tion burns the patient suffered, and the suspicions of the radiation physicist
involved.

After undergoing a lumpectomy to remove a malignant breast tumor, a
61-year-old woman was receiving follow-up radiation treatment to nearby
lymph nodes on a Therac-25 at the Kennestone facility in Marietta. The
Therac-25 had been operating at Kennestone for about six months; other
Therac-25s had been operating, apparently without incident, since 1983.

On June 3, 1985, the patient was set up for a 10 MeV electron treatment
to the clavicle area. When the machine turned on, she felt a “tremendous
force of heat...this red-hot sensation.” When the technician came in, she
said, “You burned me.” The technician replied that that was impossible.
Although there were no marks on the patient at the time, the treatment area
felt “warm to the touch.”

It is unclear exactly when AECL learned about this incident. Tim Still,
the Kennestone physicist, said that he contacted AECL to ask if the Therac-
25 could operate in electron mode without scanning to spread the beam.
Three days later the engineers at AECL called the physicist back to explain
that improper scanning was not possible.

In an August 19, 1986 letter from AECL to the FDA, the AECL quality
assurance manager said, “In March of 1986 AECL received a lawsuit from the
patient involved. .. This incident was never reported to AECL prior to this
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date, although some rather odd questions had been posed by Tim Still, the
hospital physicist.” The physicist at a hospital in Tyler, Texas, where a later
accident occurred, reported, “According to Tim Still, the patient filed suit
in October 1985 listing the hospital, manufacturer and service organization
responsible for the machine. AECL was notified informally about the suit by
the hospital, and AECL received official notification of a law suit in November
1985.”

Because of the lawsuit (filed November 13, 1985), some AECL adminis-
trators must have known about the Marietta accident—although no investi-
gation occurred at this time. FDA memos point to the lack of a mechanism
in AECL to follow up reports of suspected accidents [4].

The patient went home, but shortly afterward she developed a reddening
and swelling in the center of the treatment area. Her pain had increased to
the point that her shoulder “froze,” and she experienced spasms. She was
admitted to a hospital in Atlanta, but her oncologists continued to send her
to Kennestone for Therac-25 treatments. Clinical explanation was sought
for the reddening of the skin, which at first her oncologist attributed to her
disease or to normal treatment reaction.

About two weeks later, the Kennestone physicist noticed that the patient
had a matching reddening on her back as though a burn had gone right
through her body, and the swollen area had begun to slough off layers of
skin. Her shoulder was immobile, and she was apparently in great pain. It
was now obvious that she had a radiation burn, but the hospital and her
doctors could provide no satisfactory explanation.

The Kennestone physicist later estimated that the patient received one
or two doses of radiation in the 15,000 to 20,000 rad (radiation absorbed
dose) range. He did not believe her injury could have been caused by less
than 8,000 rads. To understand the magnitude of this, consider that typical
single therapeutic doses are in the 200 rad range. Doses of 1,000 rads can
be fatal if delivered to the whole body; in fact, 500 rads is the accepted
figure for whole-body radiation that will cause death in 50 percent of the
cases. The consequences of an overdose to a smaller part of the body depend
on the tissue’s radio-sensitivity. The director of radiation oncology at the
Kennestone facility explained their confusion about the accident as due to the
fact that they had never seen an overtreatment of that magnitude before [7].

Eventually, the patient’s breast had to be removed because of the radia-
tion burns. Her shoulder and arm were paralyzed, and she was in constant



